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1. Policy Statement 
 
In the course of its activities, Acivico (the “Company”) will collect, store and process 
personal data (as defined UK General Data Protection Regulation (UK GDPR) and the 
Data Protection Act 2018). The types of personal data that the Company may be required 
to handle include information about current, past, and prospective employees, 
customers, members of the public, supplier staff and other individuals with whom the 
Company or its employees communicate with or encounter. 
 
Personal data is subject to certain legal safeguards within the UK as specified in the UK 
General Data Protection Regulation and the Data Protection Act 2018 which imposes 
restrictions on how a company may process personal data. The UK GDPR has been put 
into effect for a valid and worthwhile purpose: to protect individuals’ right to data privacy. 
 
The Company aims to comply with the GDPR in its letter and spirit and appreciates that 
the correct and lawful treatment of personal data will maintain confidence in the 
organisation and provide for successful business operations. 

 
2. Role Definition 
 
The role of Data Protection Officer shall be carried out by the Group Finance Director. 
 
3. Scope 
 
This policy applies to all employees operating within Acivico Limited and all its subsidiary 
companies, including contractors and temporary employees and any third-party 
handling or processing personal data on their behalf. This policy replaces any previous 
guidance on personal data use and may be replaced or amended from time to time. 
Employees will be notified of any such changes. 
 
This policy covers the use of all forms of personal and special category data as described 
under Article 4(1) of the GDPR. For the purpose of this policy, personal or special category 
data essentially means any recorded information from which a living individual can be 
identified. This includes a wide variety of information relating to our employees, 
customers and suppliers including but not limited to: 
 

• Name 
• Address 
• Telephone numbers (including mobile and landlines) 
• Payment and credit card information 
• Billing Information 
• HR records and personnel files 
• Photographs (for Company ID) 
• Email addresses 
• Medical records (including occupational health records) 
• Criminal record checks 
• Religious beliefs 
• Personal data also includes any expression of opinion about a living individual 

or any indication of our intentions about that individual. 
 
All personal data must be handled in line with the requirements set out in this policy, 
regardless of its origin, intended use or the volume of information being processed. 
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4. Personal Data  

 
It is everyone’s personal responsibility to ensure that they respect the confidentiality of all 
personal data that comes into their possession or to which they have access to, and to 
ensure they take all necessary steps to ensure the security of that personal data. 
 
Personal data should only be processed when there is a lawful basis, such as entering into 
a contract or with the data subjects’ consent. Any Personal data which is not needed to 
fulfil the purpose for which consent has been given should not be collected. 
 
Personal data must not be collected for one purpose and then used for another without 
the permission of the data subject. Accordingly, personal data must never be used for any 
reason other than the specific purpose for which it was collected. Under no circumstances 
should personal data collected for a business purpose then be used for an employee’s 
own purposes. 
 
Employees should take care to ensure that all personal data is collected carefully and 
accurately, and any mistakes are rectified as and when they become apparent. 
 
All personal data should be retained in accordance with the Company Record Retention 
Schedules (or specific contractual obligations) and should be destroyed or erased from 
Acivico systems when it is no longer required in relation to the purpose for which it was 
collected. The Company Record Retention Schedules will be reviewed by each subsidiary 
company Lead yearly. 
 
Each subsidiary company is responsible for the personal data it captures and processes, 
while ensuring compliance with this policy and the Record Retention Schedule. The same 
responsibilities arise in respect of any field or home-based employee who processes 
personal data as part of their daily role. 
 
5. Special Category Data 
 
In addition to personal data, the Company will collect and process special category data 
which includes health records, criminal record checks and information around trade 
union membership. 
 
Special category data will only be processed in very limited circumstances and only when 
there is a clear lawful basis, such as determined and documented through a Data 
Protection Impact Assessment. Special category data which is not needed to fulfil an 
employment purpose or for which explicit consent has not been given will not be 
collected. 
 
Any concerns around the use, collection, or processing of any forms of special category 
data should be raised with the Data Protection Officer. 
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6. Data Protection Impact Assessment (“DPIA”) 
 
A DPIA is required when there is a new process or a change to an existing processing of 
personal data, for example where new technology is being deployed or where profiling is 
going to be undertaken. If you are unsure if a processing operation requires a DPIA, speak 
to the Data Protection Officer. 
 

7. Legitimate Interest Assessments (“LIA”) 
 
A legitimate interest assessment (LIA) is an important tool when looking to comply with 
the accountability principles of the GDPR. 
 
In all instances where the Company is relying on or is proposing to rely on its legitimate 
interests for a processing activity, a legitimate interest assessment must be carried out. A 
LIA can be carried out by any employee that has a clear understanding of the proposed 
processing activity. 
 
All completed LIAs should be passed to the Data Protection Officer for review and 
approval. 
 
8. Sharing Information with a Third Party 
 
On occasion, it is necessary to share certain records with a third party such as Birmingham 
City Council or an external service provider such as a pension provider. No such data may 
be transferred without an approved Data Protection Impact Assessment (DPIA) and a 
written contract in place containing at least the following: 
 

• Responsibilities for notifying, reporting, and investigating security breaches 
including loss or compromise of records 

• Restrictions on copying and disclosing information 

• The right to monitor and revoke any activity related to records and processing 

• Data protection obligations in accordance with the requirements of the General 
Data Protection Regulation and the Data Protection Act 2018 

• Controls to ensure protection of records 

• Measures to ensure the return or destruction of records upon termination or at an 
agreed point of time during a contract 

 
9. Key Control Metrics 
 
A review of key controls will be provided to the audit committee on an annual basis. Key 
control metrics will be defined and agreed by the Data Protection Officer as and when 
required. 

 
10. Incident Reporting 
 
All incidents and breaches both suspected and confirmed must be reported to the Data 
Protection Officer as soon as possible after they are identified. Please refer to the Security 
Incident Reporting Policy for further information. 
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11. Clear Desk Policy 
 
Acivico operates clear desk policy in all locations where personal data is processed, 
including home worker locations. At the end of every working day all materials/media 
containing personal data should be cleared away and stored securely, any hard copy or 
paper information should be stored in a locked drawer or cupboard. 
 
Records of training will be maintained to demonstrate our company’s commitment to 
Data Protection principles and obligations. 
 
All materials/media containing personal data must be disposed of appropriately when no 
longer required. Confidential waste disposal bins are available at 10 Brindley Place. 
 
12. Training 
 
Training on the requirements of this policy and data protection generally will be carried 
out through a range of channels including corporate induction and e-learning and should 
be undertaken at least annually. Additional training will be provided for those roles which 
require regular handling of particularly sensitive or large volumes of personal data. 
 
13. CCTV 
 
Acivico does not use closed circuit television (CCTV). 
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Change History 

Version: V5 Status: Final 

Date: February 2024 

Changes: Reviewed and updated in line with UK General Data Protection 

Regulation (UK GDPR) and the Data Protection Act 2018 by a 

specialist consultant (iStorm Solutions). Address changed to 10 

Brindley Place. 

Version: V4 Status: Final 

Date: November 2023 

Changes: Reviewed and updated in line with UK General Data Protection 

Regulation (UK GDPR) and the Data Protection Act 2018. 

Policy to be reviewed every 3 years unless there is a change to 

process or legislation. 

Version: V3 Status: Final 

Date: 26 January 2022 

Changes: 

Review – update version control  

Role definition added. Board approved Jan 2022 and agreed 

that policies will subsequently be reviewed every two years 

unless there is a change in legislation. 

Version: V2 Status: Final 

Date: December 2020 

Changes: Annual Review – update version control. 

Version: V1 Status: Final 

Date: January 2020 

Changes: Draft version approved and issued. 

 

 

 

 


